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CYBER INCIDENTS BY SECTORS 
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CYBER INCIDENTS - MALAYSIA 

Malaysia Airlines 

Unauthorized modification were 
made to the .MY (domain registry 
DNS (domain name server) to 
redirect traffic to a  rogue site when 
users visited websites such as Google 
Malaysia & Yahoo Malaysia.  

Some internet users see the affected 
page for 24 hours due to DNS 
hijacking. 

MYNIC Berhad 
June 2015  

The home page of Malaysia Airllines 
website was replaced by a photo of a 
MAS Airbus A380, with the word “404-
Plane not found”.  

A group calling itself “Cyber Caliphate” 
has claimed responsible for the 
incident. 
 

April 2015  
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REPORTED CYBERSECURITY INCIDENTS  
- MALAYSIA 

Reported incidents based on general incident classification statistics 2015 

7 



1. A 16.1.5 Response to 
information security incidents 

2. A 16.1.6 Learning from 
information security incidents 

3. A 16.1.7 Collection of evidence 

This directive specifies the 
requirement for all government 
agencies to establish their own 

CSIRT as one of the initiatives to 
manage cyber incidents 

REQUIREMENTS FOR CSIRT IN 
ORGANIZATION IN MALAYSIA 

In 2013, the National Security 
Council of Malaysia (NSC) 

released the guideline “NSC 
Directive 24: National Cyber Crisis 

Management Mechanism.” 

In 2013, the latest version of the 
ISMS standard (27001:2013(E)) 

contains three additional sub clauses 
under paragraph A16.1, which 

emphasize on response and 
assessment of information security 

incidents: 
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SERVICES OFFERED BY CSIRT (Example) 

Prepare for any possible 
imminent problems 

Respond to problems & 
incident handling 

Quality 
management service 
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CyberDEF 

D 
E 
F 

“detection of cyber treat” 

“eradication of cyber treat” 

“forensic analysis of cyber treat” 

This stage is 
iterative, return to 

“D” or “E” to 
improve the 

technique further 
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CyberDEF (cont…) 

F 
O 
R 
E 
N 
S 
I 
C 

CyberDEF 

Detection 
Eradication 

Typical CSIRT 

Detection 
Eradication 
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CyberDEF (cont…) 

Identify any loopholes, 
vulnerabilities and existing 
threats 
 

1. Sensors 

2. Sandbox 

3. Analytics 

4. Visualization 
 

Detection 

Close loopholes, patch 
vulnerabilities and 
neutralize existing threats 
 
Perform cyber threats 
exercise or drill to test the 
feasibility and resiliency of 
the new defense / 
prevention system 

Eradication 

1. E-Discovery 

2. Root cause analysis 

3. Investigation 

4. Forensics readiness 

5. Forensic compliance 
 

 
 

Forensics 
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CyberDEF (cont…) 

Why CyberDEF is unique? 

Consists of 3 technical 
departments : 

1. Secure Technology Services 
department (STS) 

2. Digital Forensic 
department (DF) 

3. Malaysia Computer 
Emergency Response Team 
(MyCERT) 

Effective centralized 

governance because all of the 3 

involved departments report 

directly to Vice President of 

Cyber Security Responsive 

Services.  

Forensic element incorporated 

in the services offered 

Governance  Element  
Technical  
Departments  3 Centralized  Forensic  
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CSIRT MANAGEMENT WORKFLOW 

Detect threats 

Register case in OTRS 

Constant monitoring 

Analyze threats 

Detect threats 

Constant monitoring 

Identify device 

Process MyCERT STS DF C-Level 

Conduct debrief to team members 

Collect device 

Inform Top 
Management 

Inform HoD of suspected device’s owner 

Verify threat with actual device 

Preserve memory dump 

Evidence analysis 

Preserve device 

Produce root cause analysis 
report 

Security analysis 

Produce security analysis 
report 

Eradicate the threats based on 
recommendations 

Recover device 

Return device 

Report submission to Top 
Management 

Detection 

Verification 

Containment 

Preservation 

Analysis 

Eradication 

Reporting 

 
 
 
 
 

Response time =  
0.5 hour  

 
 
 
 

Response time =  
3 hour  

 
 
 
 
 
 

Response time =  
1 hour  

 
 
 
 

Response time =  
16 hour   

 
 
 
 

Response time =  
5 days  

 
 
 
 
 
 

Response time =  
1 hour   

 
 
 
 
 

Response time =  
1 hour  14 



CASE STUDY: DETECTION 

Appliance detected the victim is  
accessing malicious website which 
is “sl-reverse.com” and download 
 malicious executable files  
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CASE STUDY: DETECTION 
(Cont…) 

Affected 
device 

identified      
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CASE STUDY: ERADICATION 

Eradicate 
the 

malware 
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CASE STUDY: FORENSICS 

Analys is  
Extract metadata & registry 
info from malicious file and 
analyze it using available 
tools 

Findings 
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CASE STUDY: FORENSICS 
(Cont…) 

Findings 
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CONCLUSION 
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• CSIRT Workflow Management should include 
elements of Detection, Eradication & Forensic 

• It work for us! 
• effective CSIRT implementation 
• effective governance for managing incidents 

• Communication, collaboration and information 
sharing are critical in CSIRT management 
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